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Abstract— The internet of things (IoT) are developed toward making the objects smart and connectable using recent development in 

miniaturizing and communication technologies, IoT has wide application domains one of them is healthcare. this paper focusing on 

the IoT and their applications, integration, and advances in use in the healthcare sector. IoT is promising technology which will 

provide an advancement in healthcare providing techniques especially in telemetry and home care. Moreover, IoT will provide a 

framework for health data collection and sharing. This paper will discuss recent developments in applications and innovation of using 

IoT in healthcare such as miniaturizing technology and wearable technology as well as the changes facing the application of IoT in 

healthcare. 
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I. INTRODUCTION 

Internet of things (IoT) reflects the concept of connecting 

a set of anything, anywhere, anyplace and anytime for any 

service and through any network. IoT is a big jump in the 

next-generation technologies which will impact the whole 

spectrum of life, it can be simply defined as a group of 

interconnected and identifiable devices and smart objects 

through the body of the current internet infrastructure which 

became broader with recent wireless internet technology 

such as 4G with extended benefits. The benefits usually 

include the advanced connectivity of these smart objects and 

devices, services, and systems that go under the machine-to-

machine (M2M) scenario [1, 2]. 

Therefore, since the IoT affect the whole life sectors it’s 

important to introduce the automation in nearly all fields 

especially the fields that affect human life directly. The IoT 

provides perfect solutions for wide range of applications 

such as smart cities, telemedicine, security, emergency 

management, industrial automation and control, health care, 

environmental studies and logistics [3, 4].   

Medical health care and telemedicine represent the most 

important and attractive field for applying the IoT [5, 6]. The 

motivation for applying IoT in the health field is the ability 

of IoT to provide solutions and give rise to the most 

important sections of this field such as telemonitoring, 

chronic disease management, fitness care and elderly care [7, 

8]. Dealing with providing and management medication at 

home by specialized people is another dilemma that must be  

 

considered. Since there are many sensors based medical 

devices used in diagnostic, therapeutic, and imaging 

applications, these devices can be converted into smart 

objects or devices which will, in turn, comprise the core part 

of IoT [8]. 

Introducing IoT in the healthcare field is expected to 

reduce the cost and increase the quality of health services 

and life in addition to enriching the collected health data that 

can be used in health research. IoT has the ability for 

maximizing the benefits of current network infrastructure by 

optimizing the time and scheduling of limited resources for 

providing the supplies and collecting data to ensure the 

smooth and normal working of smart devices [8]. 

Easy to setup and connectivity with high stability and 

security, in addition, to cost-effective solutions through the 

patients, medical staff, clinics, hospitals, and healthcare 

organization are important to tend. Up-to-date healthcare 

data and networks that are expected to be driven by the 

recent advancement in the wireless technologies will be able 

to support the monitoring and management of chronic 

disease, real-time and early diagnosis of critical disease as 

well as medical emergencies [9]. During recent years, the 

healthcare application field for IoT attracts the attention of 

researchers to achieve the maximum benefits from IoT in the 

field, the researchers focus on the architecture, 

communication methods, mobile applications, and security. 

Figure 1 shows the recent trends of IoT in healthcare [10]. 
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Fig. 1 Recent trends of IoT in healthcare. 

 
This paper will examine the recent issues in IoT-based 

healthcare research systems from the following points of 

view: 

• The architecture of the systems (sensors, 

Multibiosensors on the chip, communication ...etc). 

• Classifying the field of application (monitoring, elderly 

care, diagnosis …etc.). 

• Discussing the mobile-based IoT healthcare systems. 

• Security in healthcare IoT applications (challenges, 

algorithms …etc). 

It should be noted that the initial research and 

development blocks in the telemedicine and internet-based 

healthcare started from the wireless sensor networks (WSN), 

which used the sensors as network nodes to transferee data 

to the main system [11] [12]. 

II. THE ARCHITECTURE OF THE SYSTEMS 

 

Fig. 2 general overview of system architecture. 

The recent advancement in the manufacturing technology 

of electronic devices such as micro-electro-mechanical 

systems (MEMS) and nano-electro-mechanical systems 

(NEMS) introduces the ability to integrate a complete 

system in a small chip which is known as the system on chip 

(SOC) or multi-sensor on the chip. These systems have the 

ability to acquire health signals such as ECG, EEG, PPG and 

EMG, processing acquired signals and transmit these signals 

over wireless networks [13]. Figure 2 shows the general 

overview of IoT-based healthcare system architecture. 

A. Sensors 

Sensors, in general, referred to any device that converts 

the physical measurement to an electrical signal that can 

acquire, processed and making the decision based on it. 

Sensors in healthcare design toward acquiring biological 

signals and measure biological reactions for diagnosis, table 

1 shows different biological signals and reactions done by 

healthcare sensors [14, 15]. 
 

TABLE 1 

 LIST OF BIOLOGICAL SIGNALS AND REACTIONS. 
 

Signal / Reaction Diagnosis Result 

ECG The state of heart and its activity 

EEG The state of the brain and its activity 

EMG The state of muscle and its activity 

SpO2 The concertation of oxygen in the blood 

Temperature The body temperature 

Tumor 

markers 
Detect malignant neoplasm 

Concentration of 

organism 
Counting RBCs, WBCs …etc. 

 

Typical sensor systems use wires to transmit acquired 

signals to other devices, this architecture is insufficient in 

case daily and continuous monitoring of a patient is required 

because wires could limit the motion of a patient. Hence, 

another technology rises with new advancement such as 

MEMS and NEMS, and which are called sensor on a chip. 

The sensor on a chip integrates sensor with other required 

hardware [16,17,18]. 

 In sensor on chip technology, a sensor is integrated on a 

single chip with other functional units such as ADC, signal 

processing unit (DSPIC) and data transmission unit. Figure 3 

shows the general structure of sensor on-chip system [19, 20, 

21].  

 
Fig. 3 sensor on the chip.  
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 Recently with the revolution of flexible and stretchable 

electronics as a result of nanoelectromechanical systems 

(NEMS) and printed electronics, a new type of sensor is 

released which is known as biomedical tattoos [22, 23]. The 

tattoos can be easily attached to the body and provide 

information about the health status of the patient, these 

tattoos also integrate the ADC, DSPIC and transmission 

hardware. Figure 4 shows example of tattoos [24]- [28].  

     

Fig. 4 Biomedical tattoos. 

 
All previously mentioned technologies are integrated 

when only one sensor is required with the device. This 

integration is valid only when a single specific parameter 

from the patient is acquired, figure 5 shows the system on 

chip architecture for multi biomedical measurement. If more 

than one parameter is required, we need a separate chip or 

tattoos for each parameter which requires multi-senders and 

receiver, ADC and DPSIC which renders it more expensive 

[29]. 

 
Fig. 5 System architecture for single biomedical signal acquisition and 

processing.  

B. Multibiosensors on chip  

 

 
Fig. 6 Multi-Labs-On-a chip; (MLoC); Multi-biosensors; (a) layout of 

layout of MLoC (b) the die mounted on PGA 68 sockets (CMC) [32]. 

 
Due to the high cost and the requirement for high compact 

multi-measurement and purpose system on a single chip, a 

new trend in sensors architecture in IoT called 

Multibiosensors on chip (MLoC). This type of system 

provides the ability to make simultaneous multi-

measurement by integrating multi-biological sensors on the 

single chip, so the system will be able to measure different 

biological signals and reaction by sharing same resources 

such as power [30, 31]. Figure 6 shows an example of 

MLoC. 

This single chip can integrate up to 10 different types of 

biological sensors with different types of technologies such 

as interdigitated microelectrode array (IDMA), 

Electrochemical Impedance Spectroscopy (EIS), Optical and 

Magnetic measurements. In addition, this chip can also 

integrate the ADC and DSPIC and data transmission, but 

current researchers focus on how to integrate the largest 

possible number of sensors on this small chip. Due to small 

size, low cost and multi-simultaneous functionalities of 

biological signals for such type of technology it is important 

to start thinking about integrating the IoT with it and provide 

the ability toward developing a complete diagnostic system 

on small single chip with remote monitoring, diagnosis and 

data analysis [32,33].   

C. Communication 

One of the important aspects of the IoT-based systems is 

communication. communication is the way that IoT is 

connected to a local and global network. Due to its 

importance researcher started to construct standards and 

develop technologies that are suitable to IoT. Figure 7 shows 

the architecture of the IoT network. 

IoT-based systems are not complicated to construct but it 

is challenging to design them in a way to perform a complex 

task, the task usually consists of large numbers of things 

connected to each other through the network, so it is very 

important to develop network standards and technologies 

that are able to deal with a large number of things and data. 

Many technologies and standards were developed in recent 

years to make the IoT usable and applicable, these 

technologies are IPV6, WIFI, Bluetooth and IEEE 802.15.4 

[34]. 

1) IPV6 

 
Fig. 7 IoT Based on network architecture. 

  

If M2M network is local it will not be an obstacle, as 

current technology or IPV4 consists of 32 bit which means 

you can have 2^32 (4.29 billion) different addresses and 

devices which cause a problem when these devices are 

connected to the internet. Due to the increasing number of 

connected devices to the internet, the internet may run out of 

address, to solve this problem as the extension of IPV4 is 
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released called IPV6, IPV6 consist of 128-bit which mean 

there is 2^128 (340,282,366,920,938*1018) different address 

and devices can be connected simultaneously to the internet. 

This version of internet protocol sometimes called IoT 

protocol because it is founded to solve the problem of IoT 

connectivity [34]. 

2) IEEE 802.15.4 

 It is a standard basic lower network layer of a type of 

wireless personal area network (WPAN) and its focus is to 

obtain low-cost, low-speed, ubiquitous communication 

between devices. This standard forms the fundamental of 

Zigbee and MiWi, wireless technologies which offer high 

bandwidth and requires high power when comparing it to 

IEEE 802.15.4 which provides smaller bandwidth and 

require less power. 

 The basic framework of the standard covers a 10 meters’ 

communication range with a rate of 250 Kbit/sec, trade-offs 

may be possible in embedded systems when lower power 

consumption or higher range are required. This standard was 

improved two times in 2006 and 2011. The power 

consumption of devices with RF communication is now cut 

in half compared to only a few years ago, and we are 

expecting another 50% reduction expected with the next 

generation of devices [35]. 

3) WI-FI 

The first broadly known communication technology and 

the most suitable solution for IoT connection are the wi-fi. 

Almost all houses and locations that own internet 

connections have a wi-fi router. however, wi-fi has a high-

power consumption when compared to other technologies, 

so it might be infeasible when it comes to battery powered 

devices [34]. 

Currently, research is focused on developing a wireless 

technology that has low power consumptions to be used with 

IoT device and energy harvesting technologies, that harvest 

energy from the device environment. Such technologies will 

have a high impact on IoT technology [35]. 

4) Bluetooth 

Bluetooth is a wireless technology used as a standard for 

low-range and medium rate data transfer between fixed and 

mobile devices, the technology can be used for building 

wireless personal area network (WPAN) so it is suitable to 

be used with IoT devices. 

Currently, Bluetooth technology is embedded with all 

smart mobile phones and most other devices, power 

consumption with Bluetooth technology is less wi-fi and 

more than IEEE 802.15.4 [34,36]. 

TABLE 2  

COMPARISON BETWEEN WIRELESS TECHNOLOGIES USED IN IOT. 

III. FIELDS OF APPLICATION 

Since the internet of things (IoT) based systems can 

collect and transfer the health data more accurate and faster 

than previous systems, the reliance on the IoT increased and 

especially the healthcare domain which required systems 

with these specifications [37] [38]. Nowadays the world is 

going toward provide the healthcare at person levels 

regardless the community level, community level which 

provide the services required by whole community while the 

person level provide the service required by single person by 

applying the term “the right person, the right service at the 

right time” which would be cost-effective and increase the 

health status of peoples [39].  

A sustainable service which focuses on providing 

pathological, diagnostic and monitoring services at home 

regardless periodic expensive checks at clinical, IoT provide 

the ability to anticipate disease and providing preventive 

medicine based on medical data analysis and applications of 

artificial intelligence for smart patient diagnosis systems 

[40].   Application of IoT in the healthcare domain can be 

categorized into three main domains: telemonitoring, 

teleservices and fitness. The scale of application for these 

categories starts from personal, home, community, 

organization and nation [41, 42]. Figure 8 shows the real-

time healthcare monitoring system. 

 

 

 

 

 

 

 

 

 

 

 

 

        

 Fig. 8 Real-time monitoring of patient health through IoT.  

1) Telemonitoring 

In these systems, the general patient health status is under 

monitoring when they are at their works or home. The 

acquired data by the system is transmitted over the internet 

to a server where data analysis and storing are performed. 

Tele-monitoring medical information system refers to an 

information system that can remotely monitor the patient’s 

physiological status and physiological parameters [40, 43].  

The benefit from telemonitoring is that the healthcare 

institutes are kept up to date with recent advancement in 

patient health status hence it can provide the required 

medication at the time. Which are powered by the ubiquitous 

identification, sensing, and communication capacity, all the 

objects (people, equipment, medicine, etc.) can be tracked 

and monitored by wearable WSN devices on a 24/7 [44, 45]. 

Figure 9 shows the architecture of mobile-based 

telemonitoring systems.  

Standard IEE 802.15.4 Bluetooth Wi-Fi 

Frequency 868/915 MHZ, 

2.4 GHz 

2.4 GHz 2.4, 5.8 GHz 

Data rate 250 Kbps 723 Kbps 11 to 105 Mbps 

Range 10 to 300 m 10 m 10 to 100 m 

Power Very Low Low High 

Battery 

Operation 

Alkaline 

(months to 

years) 

Rechargeable (days 

to weeks) 

Rechargeable 

(hours) 

Hospital 

Patient 

Homecare 

Devices 

Doctors 

Station 

Internet 

Databases 
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Fig. 9.Mobile-based telemonitoring system. 

2) Tele-services 

After monitoring the patient status and collecting 

Information about his physiological status, services can be 

provided. The services can range from providing advice to 

the patient to medication and medical doctor visiting 

suggestion and finding the nearest hospital healthcare center 

or pharmacy and calling emergency services for the patient 

at his location automatically when the health status requires 

intensive care [46].  

 

The main difference between this type of systems and 

telemonitoring systems is in these systems the decision is 

made and the procedure is done by the mobile directly 

without waiting for the response from the server, but after 

this procedure is performed the data will be sent to the server 

to be saved in the patient’s record. Figure 10 shows the 

architecture of mobile-based teleservices systems [47]. 

 

 
Fig. 10.Mobile-based teleservices system. 

3) Fitness 

Due to modern lifestyle, people favor fast food which 

causes the problem of obesity and non-healthy lifestyle in 

addition to the increased death rate many people started to 

track their lifestyle and try to keep it in limitation of healthy 

life, tracking includes the calories per day, several steps per 

day, kilometers per day, heart rate and stairs per day. All 

these parameters can be used to determine the fitness status 

of the person and track it [48]. 

Many companies started to concern about this discipline 

in recent years such as Microsoft, Fitbit, Apple, and 

Jawbone. The companies compete to provide more 

parameters in a single device with the lowest possible cost. 

Usually, fitness trackers are coming with a computer and 

mobile application to upload data to a server and track your 

healthy [49]. Figure 11 shows the common sensor in the 

fitness tracker. 

 

 

 

Fig. 11 Common sensors in the fitness tracker. 

 
 The software might provide information about the user’s 

activity using built-in sensors in mobile phones such as GPS 

and gyroscope. In this case, the collected data are less 

accurate compared with data collected using specialized 

hardware, but it provides a good alternative when activity 

data are only required to be collected [50].   

IV. MOBILE-BASED IOT SYSTEMS 

Due to rising of smart mobile phones sales around the 

world and as it is exceeding the sales of other smart 

technologies such as laptops, desktop, and tablets and 

because it is becoming all too prevalent as a means to 

communicate and interact on a daily basis, many mobile 

based applications were released to provide services of 

personal healthcare. Figure 12 shows the number of 

healthcare applications released per mobile operating system 

in recent years [51].  

The mobile operating system in which mobile application 

is deployed and run, have a key role in the performance and 

the ability of the tracker to perform analysis and to keep 

connectivity with the hardware. Nowadays, windows 

mobile, IOS and Android, are the most competitive 

operating systems in the market [50,51]. 
 

 
Fig. 12 number of healthcare mobile applications per mobile OS. 

 

Most of these applications focus on five main domains: 

patient monitoring, diagnosis, drug information, medical 

education and fitness, the purpose of this focus is due to the 

ease of setup for this application with required hardware if 

needed to be provided by the vendor in addition of 

saleability of such applications in approximately all 

counters.  

1) location based health services providing   

health services providing for personnel based on their 

locations is one of the important technologies due to recent 

advancements information technologies, location-based 
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Mobile Healthcare mobile systems integrated with the latest 

technology in wireless communication and location 

localization; will introduce a personalized and customization 

of such services. 

Based on the location services which are already 

integrated within mobile and the profiles of mobile user’s 

services will be provided, the movement of services 

provided to the patient from desktop platform to mobile 

technology can bring significant impact on healthcare 

services [50]. 

In this method, the systems will call or localized the 

nearest health services provider for the patient based on his 

health status, the main benefit from such applications is to 

connect the patient with the nearest physician or call the 

emergency services, this will help in saving lives which can 

be lost due to delay in diagnosis or providing necessary 

health services [51]. 

2) Melanoma (skin cancer) diagnosis 

Melanoma is one of the fatal cancers which can be spread 

through metastasis, statistics revealed that most of the deaths 

resulting from skin cancer are a result of melanoma so, due 

to this the melanoma is classified as one of the most 

dangerous cancers [53]. 

In such systems, the application uses the mobile camera to 

capture the image for the suspected region of the skin, 

applying to process in this image and classify the region if 

it's cancerous or not. The importance of these applications is 

the capability to provide an early diagnosis of melanoma 

since it is difficult to distinguish between the skin burns and 

melanoma which results in not providing the required 

treatment [53]. 

3)  Lung cancer patient breath regulating 

As the number of smokers is increasing dramatically all 

around the world lung cancer is considered as number one in 

causing mortality. Therefore, research on lung cancer early 

diagnosis, prevention, and treatment have received much 

attention from researchers in the medical and engineering 

fields [54]. 

To utilize the spread of mobile technology in our daily 

life, a mobile application is developed toward providing help 

in regulating the breath of a patient who has lung cancers. 

The application records the breath sound of the lung cancer 

patient, after the cancer stage, age, gender, and height are 

being entered by the patient. Based on this information the 

application will provide instruction to guide the patient [54]. 

4) Medicine management  

Recently, many types of research focused on developing a 

mobile-based system with radio frequency identification 

(RFID) tags for building a medicine identification and 

localization system. The systems generally based on 

integrating the RFID reader with mobile and RFID tag with 

medicine, so the user can identify the medicine and read 

brief information about it and instruction for taking it and 

side effects. 

 In addition, RFID readers can spread through the home, 

so the user can easily localize the location of medicine 

easily. Also, the system can automate the medication doses 

and remind the user to take and localize the place of the 

medicine. A system provided in [56] and [57] presenting a 

porotype and mobile application for such systems. 

V. SECURITY AND PRIVACY REQUIREMENT AND CHALLENGES 

IN HEALTHCARE IOT 

IoT applications in healthcare are increasing rapidly and 

in recent years, it's expected that the healthcare sector will 

take the largest portion of researchers in IoT. So, the most 

important aspect of healthcare applications and industries is 

security. Because healthcare devices and application 

expected to deal with vital and personal information and no 

one must access except the authorized peoples, to facilitate 

the full adoption of the IoT in the healthcare domain, it is 

important to identify and analyze distinct features of IoT 

security and privacy including the requirements and 

challenges [58, 59]. 

 
TABLE 3 

 LIST OF SMARTPHONES APPS. 
 

Application Descriptions 

Health Assistant 

Keeps track of a wide range of 

health parameters such as body 

water and fat, weight, 

BP, body temperature, lipids, the 

glucose level, and various physical 

activities 

Healthy 

Children 

 

Can search for pediatricians by 

location and request their advice for 

quick answers. 

 

Calorie Counter Keeps track of food consumed by 

the user as well as his or her weight 

and 

measurements, among others. 

 

Dosecast 

medication 

Reminder 

 

Reminds the user of medication 

times, tracks the inventory and 

maintains a log for drug 

management. 

Noom Walk Serves as a pedometer to count the 

user's steps at all times. 

 

Pedometer Records the number of steps the user 

takes and displays related 

information such as the 

a number of calories burned per unit 

of time. 

 

Cardiax Mobile 

ECG 

Serves as a companion app for 

Cardiac Windows's full-scale, 12-

channel personal 

computer (PC) ECG system. 

 

iOximeter 
Calculates the pulse rate and SpO2 

Eye Care Plus Tests and monitors vision. 

 

Blood Pressure 

(BP) 

Watch 

Collects, tracks, analyzes and shares 

BP data. 

Water Your 

Body 

Reminds the user to drink water 

every day and tracks his or her 

water-drinking habits. 
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Application Descriptions 

Runtastic Heart 

Rate 

 

Measures the heart rate on a real-

time basis. 

 

A. Security and privacy requirements 

The communication security requirements in IoT-based 

health care systems are like requirements in standard 

communications systems, and concentrated in 8 points [58]–

[62], as following: 

1) Confidentiality 
A requirement that ensures that only authorized people 

can access the medical information’s, in addition, 

confidential messages resist revealing their content to 

eavesdroppers [58]. 

2) Integrity  
A requirement that ensures that transferred medical data 

through the transmission media are not altered, in addition, it 

ensures that the stored data also are not altered, and content 

should not be compromised [58]. 

3) Authentication 

A requirement that enables the IoT-based health systems 

to ensure the identity of the peer with which it is 

communicating [59]. 

4) Availability  

A requirement that ensures that IoT-based healthcare 

services (either local or global) are always available to 

authorized parties when needed even under denial-of-service 

attacks [59]. 

5)  Up to date data 
A requirement that ensures each IoT-based health care 

network provides some time-varying measurements, there is 

a need to ensure that each message is fresh. Up to data 

basically implies that each data set is recent and ensures that 

no adversary replays old [60]. 

6) Authorization  

A requirement that ensures that only authorized nodes are 

accessible for network services or resources [61]. 

7) Error tolerance  
A requirement to ensures that security scheme should 

continue to provide respective security services even in the 

presence of a fault [61]. 

4) Resiliency  
If some interconnected health devices are compromised, 

then a security scheme should still protect the network/ 

device/information from any attack [62]. 

B. Challenges 

Due to high requirements required by systems to provide 

the highest possible security, there are challenges facing 

these systems, the challenges can be summarized in the 

following points [62]- [66]: 

1) Computation limitation 

Since IoT-based health care systems are built with 

embedded low-speed processors, the central processing unit 

(CPU) in such devices are now powerful in scenarios where 

speed is required. These devices are not designed to perform 

complex and computationally expensive operations. In 

general, finding security solutions that minimize the 

requirement for highly complex and computationally 

expensive algorithms is the challenging task [67]. 

2) Memory limitation 

As in processor challenge, most of the IoT-based 

healthcare systems came with low built-in memory. Such 

systems are activated using an embedded operating system 

(OS), system software, and an application, Therefore, their 

memory may not be enough complicated security protocols 

[67]. 

3) Energy limitation 

Typically, IoT-based health systems and small devices are 

powered by the meaning of batteries, the batteries are limited 

and usually, most of the devices conserve energy by 

switching to the power-saving mode when no reading came 

from sensor reading needs processing. In addition, they 

operate at a low CPU speed if there is nothing important to 

be processed [68]. 

4) Mobility 
In general, healthcare devices and systems are mobile in 

nature, such devices are connected to the internet through 

IoT service providers. For example, wearables are connected 

to the home network when the user is at home, whereas they 

are connected to the office network when the user is at the 

office. Different networks have different security 

configurations. Therefore, developing mobility-compliant 

security algorithms is a challenge [69]. 

5) Communication media 
In general, IoT-based healthcare systems and devices are 

connected to both local and international networks through 

wireless links such as Bluetooth, Bluetooth Low Energy, 

Wi-Fi, GSM, WiMAX, and 3G/4G. Different characteristics 

of these networks make traditionally wired security schemes 

less appropriate. Therefore, it is difficult to find a 

comprehensive security protocol that can treat both wired 

and wireless channel characteristics equally [70]. 

6) Architecture and Dependencies 
IoT must have an architecture provides easy connectivity, 

control, and communication. For the dependencies, the 

things in IoT must be protected from other devices [71]. 

 

7) Huge generated data 
 

In IoT, there is a huge amount of transferred data, so it is 

necessary to convert this data into usable knowledge. For 

example, the data generated from medical purposes can be 

converted to usable knowledge to patients [72]. Also, data 

must be compressed during transmission through 

transmission medium to save channels capacity [73]. 
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C. research of Security solutions  

After defining the challenges that faced the security of 

IoT in healthcare, this section will talk about recent research 

solutions for challenges introduced in the section before: 

1) Encryption Mechanism   
For the encryption mechanism, there are two approaches 

to encryption, by-hop, and end-to-end encryption. Hop 

encryption is done on the links which need to be protected, 

in other word the encryption is done on the network layer. 

This gives end users convenient and a variety of 

applications. Also, this mechanism has low latency, low 

cost, and high efficiency. But this mechanism has a 

drawback which is the plaintext can be extracted because 

decryption is done on the transmitter node, so encryption 

needs to be highly trusted on the transmission nodes [70]. 

End-to-end encryption, it depends on the application used, 

which gives high-security policies for its application. But 

this approach has a drawback which is the destination 

address will not be encrypted, because this address will be 

used on the transmission nodes, this drawback may bring 

many malicious attacks [71].    

As a conclusion, by-hop is used when security 

requirements are not very high, and end-to-end is used when 

high-security requirements are needed. 

2) Security of Communication 
There are many protocols concerned with communication 

security, such as IPSec, TLS/SSH. These protocols can 

provide authenticity and confidentiality of communication. 

IPSec provides security on the network layer, and TLS/SSH 

provides security on the transport layer [72, 74]. 

Communication security is very important in IoT; because 

IoT small objects have less power, which leads the 

communication, security may be weak. For example, of 

communication attack is a Distributed Denial of Service 

(DDoS) which will destroy the availability of the link. So, it 

is very important to have a disaster recovery plan for the 

DDoS attack [72]. 

3) Protection of Sensors  
There are two main research areas for protection of 

sensors. The first one is the confidentiality of sensors data, 

which is the attacker can put another sensor near to the 

sensor and can collect the data of the original sensor [73]. 

The second research area is privacy. Most people didn’t 

know about the sensors in their life, so it is very important to 

have regulations about the privacy of these sensors. For 

example, there are many guidelines to solve this issue [72] 

such as the users must know that they are being sensed, or 

the user can choose if he wants to be sensed or not, or the 

user will choose to be anonymous and not be sensed. 

4) Cryptographic Algorithms 
There are many algorithms used in cryptography, each 

one has its own purpose. Advanced Encryption Standard 

(AES) algorithm provides confidentiality. Rivest Shamir 

Adelman (RSA) provides digital signatures. Diffi-Helman 

(DH) provides key agreement [74]. And many other 

algorithms. 

For the implementation of these algorithms, available 

resources are necessary such as memory size or processor 

speed. There are research areas about implementing these 

algorithms on IoT with the low-speed processor and low 

memory [75]. 

5) IoT Certification 

IoT applications can be certified on the network layer or 

application layer. Network layer certification can be used 

when a supplier provides the application; in this case, you do 

not need application layer certification [70]. Application 

layer certification can be used when the service provider 

does not trust the security of the network, also it can be used 

when the service is sensitive to financial services. 

In general, when the service of IoT application is simple, 

network layer certification is used, and when the service is 

complex and needs special authentication, application layer 

certification is used [70, 71].   

VI. CONCLUSIONS 

Researchers around the world start to pay attention for 

improving the provided healthcare services through the 

integration of different technologies which introduced in 

recent years such as internet of things (IoT), Multibiosensors 

in the chip, system on chip (SoC) and 4G/LTE 

communication. 

The use of such technologies improves the provided 

health services and decrease the rate of deaths caused by 

chronic diseases or by taking wrong medications or non-

Suitable dose of medications or by non-dealing with 

emergency cases which required direct treatment due to 

insufficient monitoring, by providing an up-to-date solution 

that can provide fast, accurate and real-time data about 

person's health status.  

This paper surveys different aspects of IoT in healthcare 

technologies, architecture, applications, mobile applications, 

mobile platforms and security challenges, and trends briefly 

discussed. The paper provides a broad view of these aspects 

and provides a suggestion for some technologies to be 

developed toward IoT healthcare systems. In sum this survey 

expected to be useful for researcher, engineers, health 

professionals, and developers in healthcare division who 

look toward developing IoT based systems. 
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